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1 Introduction

1.1 Policy statement

The purpose of this policy is to outline considerations for the use of cookies in relation
to visitors to Wootton Medical Centre’s website. This policy will further detail what
cookies are and how to maintain compliance with the Privacy and Electronic
Communications Regulations (PECR) EC Directives 2003.

1.2 Status

The organisation aims to design and implement policies and procedures that meet the
diverse needs of our service and workforce, ensuring that none are placed at a
disadvantage over others, in accordance with the Equality Act 2010. Consideration has
been given to the impact this policy might have regarding the individual protected
characteristics of those to whom it applies.

This document and any procedures contained within it are non-contractual and may
be modified or withdrawn at any time. For the avoidance of doubt, it does not form part
of your contract of employment. Furthermore, this document applies to all employees
of the organisation and other individuals performing functions in relation to the
organisation such as agency workers, locums and contractors.

2 Understanding cookies

2.1 What are cookies?

The Information Commissioner’s Office (ICO) explain that cookies are small files of
letters and numbers that are downloaded onto the user's computer when they visit a
website. Cookies can help to remember the user’s preferences, record what they have
added to their shopping basket and are also used to count the number of people
looking at a website.

This organisation has a responsibility to provide clear and comprehensive information
about how it uses cookies.

2.2 Are cookies safe?

All users should be reassured that cookies on this organisation’s website, as for others,
will not cause any harm to a device nor do they identify who the user is or divulge any
personal details about the user. The data they help to collect is anonymous. At this
organisation, we do not use cookies to collect any data that could be used to personally
identify any user.

2.3 How are cookies turned off?


https://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://www.gov.uk/guidance/equality-act-2010-guidance
https://ico.org.uk/for-the-public/online/cookies/#:~:text=A%20cookie%20is%20a%20small,people%20looking%20at%20a%20website.
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Most modern browsers will offer different ways to configure how cookies are managed
and this can vary from only allowing cookies from websites that a user trusts to the
user blocking all cookies by default. Steps for controlling a user’s settings can vary for
each browser. The following links are the official instructions for the most common
browsers:

Google Chrome
Mozilla Firefox
Apple Safari
Internet Explorer
iOS Safari
Google Android

For more advice on managing cookies, refer to the All About Cookies website.

3 Types of cookies

Detailed information about the specific types of cookies is provided by About Cookies
- Cookie types with further information available from Age UK - Cookies.

4 Legislation

41 Legal requirement

The overarching legislation is the Privacy and Electronic Communications Regulations
(PECR) EC Directives 2003. This covers the use of cookies for accessing and storing
information on a user’s equipment or mobile device.

Further detailed information can be found in the following resources:

e Guidance on the use of cookies and similar technologies
¢ How do the cookie rules relate to the GDPR?

5 Compliance

5.1 Organisation requirement

This organisation will adhere to the ICO guidance to ensure compliance with the PECR
Directives which includes the following:

Location and format of the cookie policy
Consent including settings-led and feature-led consent
Children and cookies

Analytics
Third party cookies



https://support.google.com/chrome/answer/95647?hl=en
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences?redirectlocale=en-US&redirectslug=Enabling+and+disabling+cookies
https://help.apple.com/safari/mac/9.0/#/sfri11471
https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.apple.com/en-gb/HT201265
https://support.google.com/chrome/answer/114662?hl=en-GB&visit_id=637079494936234672-2171410805&rd=1
https://www.allaboutcookies.org/manage-cookies/
https://aboutcookies.org.uk/cookie-types
https://aboutcookies.org.uk/cookie-types
https://www.ageuk.org.uk/help/cookies/
https://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://ico.org.uk/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/
file://///Users/jillstratton/Downloads/How%20do%20the%20cookie%20rules%20relate%20to%20the%20GDPR%253F
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply4
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply6
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply5
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply15
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply14
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Exemptions
e Withdrawal of consent

Frequency of consent

5.2 Opting out

Most web browsers automatically accept cookies.

The user can decline to accept cookies and/or choose at any time to reject, block or
delete cookies that are currently stored on their device. Users can find out how to do
this for their particular browser by clicking “help” on the browser's menu or by visiting:
www.allaboutcookies.org.

Details on how to opt out can be sought for both Windows or iOS products although
the user should be advised that, should they choose to block cookies, they may not be
able to access certain features of the organisation’s website.

For mobile phones, information on how to reject or delete cookies on the browser can
be sought in the user device manual.

5.3 Duration of cookie on device

The duration of the cookie will depend on the purpose of it. This organisation ensures
that the use of cookies is both limited to what is necessary to achieve the purpose and
proportionate in relation to the intended outcome

5.4 Cookie audit

This organisation will conduct a cookie audit as detailed in the ICO guidance.
Re-audit is essential and will be conducted annually.

5.5 Social media platforms

As this organisation uses social media platforms, it should be noted those platforms
will also set cookies on users’ devices once they visit those pages. This organisation
will ensure that the privacy notice on the website includes references to our social
media sites and how individuals are able to control the setting of any non-essential
cookies once they visit that site.

5.6 Non-compliance

In cases where organisations refuse or fail to comply voluntarily, the ICO has a range
of options available for taking formal action when this is necessary. For further detailed
information, see the ICO Regulatory Action Policy.



https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply16
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply17
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply18
https://www.allaboutcookies.org/
https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.apple.com/en-gb/guide/safari/sfri11471/mac
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/how-do-we-comply-with-the-cookie-rules/#comply3
https://ico.org.uk/media/about-the-ico/documents/2259467/regulatory-action-policy.pdf
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While the UK GDPR gives the ICO enhanced powers, the enforcement regime for
PECR remains that which was in effect under the previous Data Protection Act, that is,
except when personal data is processed.

When formal action is considered, for example, an organisation refuses to take steps
to comply, or has been involved in a particularly privacy-intrusive use of cookies
without advising the user or obtaining any consent, the use of formal regulatory powers
would be considered in accordance with |ICO Regulatory Action Policy.



https://ico.org.uk/media/about-the-ico/documents/2259467/regulatory-action-policy.pdf

